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Internet Acceptable Use Policy 
 
Reviewed: Spring 2015 
Next Review: Spring 2016 
 
E-Safety Officer – Ian Clayton (CEOP Trained). 
 
This policy is part of the school’s ICT Policy and is a guide to the use of and access to the 
internet by teachers, school support staff, pupils and other adults. It should be read in 
conjunction with the following policies: Safeguarding, Anti-bullying, Mobile Phone 
Policy and Social Networking Policy. This intention is to give a reminder on use and 
security. The Internet Access Policy has been devised by the school ICT Subject Leader 
and ICT consultant. It has been agreed by the senior management team and approved by 
governors. The School Council has read, understood and agreed with the policy. 
 
The Importance of the Internet in Learning in Schools. 
The purpose of Internet access in school is to raise educational standards, to support the 
professional work of staff and to enhance the school’s management information and 
administration systems. Access to the Internet is a necessary tool for staff and pupils. It is 
an entitlement for pupils who show a responsible and mature approach. The use of the 
Internet and E-safety will be taught to all pupils through a progressive scheme of work. 
 
How the use of the Internet Benefits the School. 
A number of studies and government projects have indicated the benefits to be gained 
through the appropriate use of the Internet in education. 
 
These benefits include: 

• Access to world-wide educational resources including museums and art galleries. 
• Inclusion in government initiatives. 
• Information and cultural exchanges between pupils world-wide. 
• Cultural, social and leisure use in libraries, youth clubs and at home. 
• Discussion with experts in many fields for pupils and staff. 
• Staff professional development – access to educational materials and good 

curriculum practice. 
• Communication with the advisory and support services, professional associations 

and colleagues. 
• Improved access to technical support. 
• Exchange of curriculum and administration data with the Local Authority and 

DFE (Department for Education). 
• Access to learning and information beyond the classroom, through the school 

website. 
 
Using the Internet to provide effective learning. 
Teachers, parents and pupils need to develop good practice in using the Internet as a tool 
for teaching, learning and communicating. There is a fine balance between encouraging 
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autonomous learning and maintaining adequate supervision. Systems that ensure Internet 
use is a safe as possible will enable increased use and quality of that use is a critical 
factor. Internet access is provided by OneIT (BT). This includes a filtering system 
(Smooth Wall).    
 

• Internet access will be planned to enrich and extended learning activities. 
• Access levels will be reviewed to reflect the curriculum requirement. 
• Pupils will be given clear objectives for Internet use. 
• Staff will select sites that will support the learning outcomes planned for pupils’ 

age and maturity. 
• Approved sites will be book marked, listed or copied to the school network. 
• Pupils will be educated in taking responsibility for Internet access. 

 
How pupils will be taught to access Internet content. 
Pupils in school are unlikely to see inappropriate content in books due to selection by 
publishers and teachers. This level of control is not so straight forward with internet 
based materials. Children are often drawn to web-based resources as it can appear easier 
to search and locate. Therefore, teaching should be widened to incorporate Internet 
content issues, for instance the value and credibility of Web materials when better 
information may be obtained from books will need to be challenged. 
 

• Pupils will be taught ways to validate information before accepting that it is 
necessarily true. 

• Pupils will be taught to acknowledge the source of information and observe 
copyright when using Internet material for their own use. 

• Pupils will be made aware that the writer of an e-mail or the author of a web 
page might not be the person claimed. 

• Pupils will be instructed to tell a teacher immediately if they encounter any 
material that makes them feel uncomfortable. 

 
Staff are aware of the new legislation as of October 2014: Exceptions to copyright – 
Education and Teaching. Staff will endeavour to adhere to these guidelines when 
teaching and learning. 
 
The management of e-mail and messages 
E-mail and other messaging services are an essential means of communication within 
education. The government is encouraging the ownership of personal e-mail accounts for 
both teachers and pupils, but care needs to be taken that the implications for the school 
and for the pupil are appreciated. Once e-mail is available it is difficult to control its 
content, nevertheless e-mail content should not be considered private.  
 
Children’s e-mail accounts 
The e-mail system has a powerful filter which will automatically direct e-mails/messages 
with inappropriate language to the administrator account. This account will be checked 
by the administrator to monitor possible abuse of the system. The child sending the 



3 | P a g e  
J u n c t i o n  F a r m  P r i m a r y  S c h o o l  
 

offending e-mail/message will not know that their message has been picked up by the 
administrator and has not reached its target. All children are made aware through their e -
safety agreement statements (given out when they are to be given an account) that such a 
filter exists and that it will be regularly checked by the e-safety officer.  
 
All e-mails/messages that are filtered to the administrator will be opened and assessed as 
to the reason why it has been intercepted. These reasons may include: 
 
Offensive language  
Bullying and threatening behaviour  
 
Children will also be expected to report any offensive e-mails/messages that they receive 
to a member of staff. Any intercepted e-mails/messages or reports of offensive e-mails 
will be reported to the E-safety Officer and Headteacher. 
 
Children must also report any attempts by people who they don’t know trying to contact 
them. Children will be taught to never give out their e-mail address in a public setting 
(virtual or real) or divulge personal details in public internet space. This will be 
reinforced whenever the internet is used through continued verbal reference and visual 
reminders. 
 
Use of personal e-mail accounts in school is not permitted. 
Use of blogs, discussion groups or forums/chatrooms in school is not permitted unless 
located on the Learning Platform. 
 
All of the above information is found in the E-Safety agreement which must be signed by 
both the parent/guardian and discussed with the child before a user account is allocated. 
Failure to adhere to the agreement will result in suspension of the use of the internet and 
e-mail/messaging accounts, pending a resolution of the issue with parents/carers. 
 
Staff e-mail/message accounts. 
Staff will be given a “professional” e-mail and message account. The account is set up 
using Office 365. The staff are at liberty to use their accounts for correspondence 
between one another or other professional bodies as part of their work. Staff are asked not 
to use their personal e-mail addresses when contacting parents and other professional 
bodies. Passwords must be changed by the user. The Headteacher/Adminisrator has the 
right to reset passwords and to view content across the platform where there is good 
reason to do so. Users agree through the staff agreement form to keep passwords secret, 
even from their family and friends.  
 
The e-mail/messaging system has a powerful filter, which will automatically direct e-
mails/messages with inappropriate language to the administrator account. This account 
will be checked by the administrator to monitor possible abuse of the system. The user 
sending the offending e-mail/message will not know that their message has been picked 
up by the administrator and has not reached its target. All users are made aware through 
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the staff internet agreement statements (given out when they are to be given an account) 
that such a filter exists and that it will be regularly checked.  
 
All e-mails/messages that are filtered to the administrator will be opened and assessed as 
to the reason why it has been intercepted. These reasons may include: 
 
Offensive language  
Bullying and threatening behaviour  
 
Users will also be expected to report any offensive e-mails/messages that they receive to 
the E-Safety Officer/Head Teacher. Any intercepted e-mails or reports of offensive e-
mails will be reported to the Head Teacher. Users must also report any attempts by 
people who they don’t know trying to contact them. Use of personal e-mail accounts in 
school is not permitted. This is to provide a level of protection and privacy for individual 
members of staff. Use of blogs, discussion groups or forums/chatrooms in school is not 
permitted unless located on the learning platform. The staff internet agreement form sets 
out the terms and conditions that they must agree to before being allocated an account. 
Failure to adhere to the agreement will result in disciplinary action. 
 
Cloud Storage 
 
To enhance and support the pupils’ education in and beyond school, pupils have access to 
PurpleMash. This is a secure cloud based learning resource. The pupils’ accounts are 
restricted to saving documents created within PupleMash with no personal data being 
saved. Resources can only be accessed by either the pupil or class teacher. Pupils are 
reminded not to share their password in order to keep their information secure. 
 
 
The management of the school’s website. 
A website can celebrate pupils’ work, promote the school, provide information for 
parents and the wider community and publish resources for projects or homework. As the 
school’s website can be accessed by anyone on the Internet, the security of staff and 
pupils and the accuracy of information must be considered carefully. 
 

• The Headteacher will delegate editorial responsibility to a member of staff to 
ensure that content is accurate and quality of presentation is maintained (Mr 
Clayton). 

• The point of contact on the website will be the school address, e-mail address 
and telephone number. 

• Home information or individual e-mail addresses will not be published. 
• Photographs, and associated captions will not identify pupils. 
• Parents will be given the opportunity to accept or decline permission to publish 

photographs of their child on the school website. 
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There may be photographs of children on a class page on the school website to celebrate 
achievement or share ideas within school, across school and beyond school. Children will 
not be identified by name in such cases and will not be allowed to post their own pictures. 
Again, access is restricted and can be discussed with the Headteacher. These statements 
will have been agreed to as part of the home/school internet agreement. 
 
Social Networking 
Please see Social Networking Policy. 
 
Use of Mobile Devices 
Please see Mobile Phone Policy. 
 
Cyber-Bullying 
Please see Anti-Bullying Policy. 
 
The authorisation of Internet access. 
In school, all staff and all pupils will be granted access to the Internet as a ‘blanket’ 
requirement, with a single record kept in a secure file and reported to the Headteacher to 
this effect. Parental permission will be required before children can access the Internet 
and e-mail/messaging. 
 

• Internet access is a necessary part of the statutory curriculum. It is an entitlement 
for pupils that is based upon responsible use. 

• At Key Stage 1 and the Foundation Stage, the majority of the access to the 
Internet will be by teacher or adult demonstration. However, there may be 
situations when children have supervised access to specific approved on-line 
materials. 

• At Key Stage 2, Internet access will be granted to a whole class as part of the 
Scheme of Work, after a suitable education in the responsible use of the Internet. 

• Parents will be informed that pupils will be provided with supervised internet 
access via the school prospectus and the home/school agreement. 

• Pupils must also, along with parents/carers, sign the letter sent home. This will 
be an indication by the parents and pupils that they have discussed, understand 
and accept the implications of the use of the internet in school and at home. 

 
Wireless Network security 
 
The school’s wireless network is encrypted to prevent unauthorised access. It has been 
checked and authorised by the LA network OneIT If a breach in security is discovered it 
will be reported to the E-Safety Officer/Headteacher and steps will be taken to review the 
security level in place with relevant specialists. Staff should not access the network via 
any other wireless connection. 
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The assessment of risk when using the Internet in school. 
The school will address the issue that it is difficult to remove completely the risk that 
pupils might access unsuitable materials via the school system. In common with other 
media such as magazines, books and video, some material available via the Internet is 
unsuitable for pupils. The school will supervise pupils and take all reasonable precautions 
to ensure that the users access only appropriate material including the use of filtering 
software by the OneIT. However, due to the international scale and linked nature of 
information available via the internet, it is not possible to guarantee that unsuitable 
material will never appear on the system. Neither the school nor Stockton Borough 
Council can accept liability for the material accessed, or any consequence thereof.  
 

• The use of computer systems without permission or for purposes not agreed by 
the school could constitute a criminal offence under the Computer Misuse Act 
1990. 

• Methods to identify, assess and minimise risks will be reviewed. 
• Staff, parents/carers, governors and advisors will work to establish agreement 

that every reasonable measure is being taken. 
• The Head Teacher will ensure that the policy is implemented effectively. 

 
Ensuring safe Internet access. 
The internet is a communications medium that is freely available to any person wishing 
to send e-mail/messages or publish a website on almost any topic. Access to appropriate 
information should be encouraged but Internet access must be safe for all members of the 
school community from the youngest pupil to teacher and administration staff. Pupils will 
generally need protected access to the Internet. The technical strategies being developed 
to restrict access to inappropriate material fall into several overlapping types (sometimes 
all referred to as filtering): 
Blocking Strategies: Remove access to a list of unsuitable sites or newsgroups. 
Maintenance of the blocking list is a major task as new sites appear everyday. 
Filtering: Examines the content of web-pages or e-mail messages for unsuitable words. 
Blocking and/or filtering, as previously stated, is performed by the Local Authority. 
 
The filters at each stage are extensive and include lists of illegal sites/inappropriate sites 
that cannot be accessed. It also allows open access and sharing of resources between 
educational establishments. However, when dealing with the internet there is never a 
failsafe way of blocking inappropriate content in all situations and therefore the school 
cannot take responsibility for these events when all reasonable steps outlined below have 
been taken. Use of the internet through OneIT is monitored and traceable by the council 
network administrators. In addition to this is the consideration that children will 
inevitably access the internet outside of school. We therefore aim to educate them about 
internet safety, not simply cover their eyes. 
 

• Pupils will be informed that Internet use will be supervised and monitored. 
• The school will work in partnership with parents, the Local Authority and the 

internet service provider to ensure systems to protect pupils are reviewed and 
improved. 
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• Senior staff will ensure that occasional checks are made to ensure that the 
filtering methods selected are effective in practice. 

• If staff or pupils discover unsuitable sites, the URL (address) and content will be 
reported to the internet service provider via the authority’s ICT helpdesk. 

• Any material that the school suspects is illegal will be referred to the Internet 
Watch Foundation. 

• Where minority languages are involved, appropriate measures will be taken to 
ensure the processes to protect pupils are adequate. 

 
The maintenance of security of the Computing systems. 
The internet is a connection to the outside world that could compromise system 
performance or threaten security. 
 

• Security strategies will be discussed with the Local Authority. 
• The authority is regularly reviewing the schools’ networks to ensure that the 

system has the capacity to take increased traffic caused by Internet use. 
• The security of the whole system will be reviewed with regard to threats to 

security from internet access. 
• Personal data should not be sent over the Internet from school unless on the 

secure intranet. 
• Virus protection will be installed and updated regularly. 
• USB drives and other storage media must not be brought into school without 

specific permission and a virus check. Staff have access to an encrypted USB 
drive. 

• Use of e-mail to send attachments will be monitored closely. 
• Staff that use SWIVEL must keep their pin and password secure at all times. If 

leaving a device unattended please ensure your device is left secure. 
 
The complaints procedure regarding Internet use. 
Prompt action will be required if a complaint is made. The facts of the case will need to 
be established, for instance whether the issue has arisen through Internet use inside or 
outside school. Transgressions of the rules could include minor as well as the potentially 
series consequences and a range of sanctions will be devised, linked to the school’s 
Behaviour Policy and Anti-bullying Policy. 
 

• Responsibility for handling incidents will be given to a senior member of staff. 
• Pupils and parents will be informed of the complaints procedures. 
• Parents and pupils will need to work in partnership with staff to resolve issues. 
• As with drugs issues, there may be occasions when the police must be contacted. 

Early contact will be made to establish the legal position and discuss strategies. 
• Sanctions available include interview/counselling by E-Safety Officer/Head 

Teacher, if appropriate, informing parents or carers. 
• A pupil may have e-mail, Internet or computer access denied for a period of time 

depending on the nature of the incident. 
• Denial of access could include all school work help on the system. 
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Staff and pupil consultation about the Internet. 
It is very important that staff feel prepared for Internet use and consider that the school 
Internet Access Policy is appropriate. Staff should be given opportunities to discuss the 
issues and develop appropriate teaching strategies.  
 

• Rules for Internet access will be posted near computer systems. The Acceptable 
Use Statement will be printed as posters and made available on school website. 

• All staff including teachers, classroom assistants, support staff and visitors 
(students) will be provided with the Internet Access Policy, and its importance 
explained. 

• Parents’ attention will be drawn to the policy in newsletters, the school 
prospectus and on the Website 
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Junction Farm Primary School 
Rules for Responsible Internet Use 
 
 

• I will only use the school’s email/Internet/Intranet/website and any related technologies 
for professional/educational purposes or for uses deemed ‘reasonable’ by the Head or 
Governing Body.  

• I will ensure that the children using the Internet are supervised at all times. 
• I will comply with the Computing system security and not disclose to anyone any 

passwords provided to me by the school or other related authorities. 
• I will encourage electronic communication with pupils to be made public (for example 

using a forum on the website) and discourage private emails. If unsuitable 
communications have been made then I will inform the Headteacher or E-Safety officer.   

• I will only use the approved, secure email system for any school business.  
• I will ensure that children’s personal data (such as data held on SIMS) is kept secure and 

used appropriately, whether in school, taken off the premises or accessed remotely 
(memory sticks being encrypted and use of SWIVEL). 

• Images of pupils will only be taken and used for professional purposes and will not be 
distributed outside the school network without the permission of the parent/carer. 

• I understand that all my use of the Internet and other related technologies can be 
monitored and logged and can be made available, on request, to my Team Leader or 
Headteacher.  

• I will respect copyright and intellectual property rights; this includes downloadable and 
other materials.  

• Searching on the internet is not carried out in front of children.  
• I will support and promote the school’s Acceptable Internet Use policy and help pupils to 

be safe and responsible in their use of ICT and related technologies.   

Staff/Governor/Visitor Agreement: 
 
I agree to follow this code of conduct and to support the safe 
use of ICT throughout the school. 
 
Signed:       
 
Print Name:      
Date:        
 

This Acceptable use policy has been written with guidelines provided by BECTA: AUP’s: Establishing safe and 
responsible online behaviours (Publication ID: BEC1-15648). 
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JUNCTION FARM 
PRIMARY SCHOOL 

Butterfield Drive 
Eaglescliffe 

Stockton on Tees 
TS16 0EU 

Tel: 01642 781586 
Email: junctionfarm.school@stockton.gov.uk 

                                  http://www.sbcschools.org.uk/junctionfarm/ 
 
              

Dear Parents, 
 
Responsible Use of the Internet 
 
As part of pupils’ curriculum enhancement and the development of Computing skills, 
Junction Farm Primary School is providing supervised access to the Internet including e-
mail and a learning platform. Although there are concerns about pupils having access to 
undesirable materials, we are taking positive steps to deal with this risk in school.  
 
The internet we receive into school is provided and monitored by OneIT. This operates a 
filtering system and restricts access to inappropriate materials. To help you in this respect 
at home, we have included a weblink with sources of information about Safe Internet 
Access. 
 

http://www.staysafeonline.info/ 
http://www.ceop.gov.uk/ 

http://www.thinkyouknow.co.uk/ 
 
We enclose a copy of the Rules for Responsible Internet Use that we operate at Junction 
Farm Primary School. Please spend a time with your child discussing these rules making 
sure that they understand them. Should you wish to discuss any aspect of Internet use 
please don’t hesitate to get in contact. 
 
Yours sincerely 
 
 
K. Norton        I. Clayton 
Headteacher        ICT Subject Leader 
Safeguarding Officer       E-Safety Officer 
 
 
 
 
 
 
 

Headteacher 
K. Norton 

mailto:junctionfarm.school@stockton.gov.uk
http://www.staysafeonline.info/
http://www.ceop.gov.uk/
http://www.thinkyouknow.co.uk/
http://www.stockton.gov.uk/
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 Junction Farm Primary School 

Rules for Responsible Internet Use 
 
 

• I will use only my own login and password, which I will keep a secret. 
 

• I will not access other people’s files. 
 

• I will use the computers only for schoolwork and homework. 
 

• I will not bring USB or any other mobile storage devices into school without permission.  
 

• I need permission from a member of staff before using the internet. 
 

• I will only e-mail and open up e-mail attachments from people I know, or my teacher has 
approved. 

 

• I will not deliberately look for, save or send anything that could be unpleasant or nasty. 
 

• I will not give my home address or phone number, or arrange to meet someone, unless 
my parent or teacher has given permission. 

 

• I will tell an adult if I see anything I am unhappy with or I receive a message I do not 
like. 

 

• I understand that school can check my computer files, e-mail account and the Internet 
sites I visit.  

 

• I will be responsible for my behaviour when using ICT because I know that the rules are 
to keep me safe. 

Pupil Agreement: 
 
I agree to follow the Rules for 
Responsible Internet Use. 
 
Signed:     
 
Print Name:     
Date:     
   
 

Parent Agreement: 
 
I give permission for access to the 
Internet on the terms set out. 
 
Signed:     
 
Print Name:     
Date:     
   
 

This Acceptable use policy has been written with guidelines provided by BECTA: AUP’s: Establishing safe and 
responsible online behaviours (Publication ID: BEC1-15648). 


